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Using software in instrumentsandequipment in the worldis growingrapidly and it can be said of the new 
generation of software development, safety and reliability applications, such as other engineering 
products is an important issue in many countries. Softwarefor use in a device must be safe and 
reliableand able to prevent unsafe conditions and high maintenance costs and even life events. For 
example, if you can imagine that a software error leading to an imaging device, that can lead to excessive 
radiation exposure to the patient and cause irreversible damage.According to the importance of the topic 
and also the few studies conducted in this area,in thisarticle,a software safety analysis model based 
onMarkov chainis developed. Then the model for nuclear imaging device in a state medical imaging 
center implemented andrisk rates, probability, reliability, mean time to failure and the severity-repeated 
index have been calculated on the software immune system. 
 
Key words: Softwaresafety, reliability, severity-repeated index, nuclear imaging device. 
 
INTRODUCTION 
 
In many systems and equipment, including medical equipment, correct function of the software is important 
becausesimple incorrect function may be because a large percentage of losses such as death, injury or environmental 
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damage.For example, heart patients due to improper software programs available in the pacemaker, have lost their 
lives. So we have to increase the reliability of the software. However, it should be noted that all software errors do 
not lead to safety problems and all software functions are not safe of what they are defined, but the goal of design, 
construction and implementation of the software safety program is eliminating hazards or reduce the risk to an 
acceptable level, and the safety engineering systems reducerisks by identifying, monitoring and evaluation,and reach 
the potential effects of adverse incidents to a minimum. Accidents that are associated with medical devices are 
classified into seven distinct groups as shown in Figure 1. 
 
Safe area, include necessities such as: 
1. Reliability  
2. Warn or prevent highrisk output 
3. Accuracy of measurement 
 
This research aims to discuss software safety in nuclear medical devices.Nuclear imaging is one of the imaging 
methods in medicine that ispowerful and non-invasive tool that can give information to doctors for physician's 
diagnosis through metabolic and functional changes in defect organ.Imaging or nuclear scan is a technique that 
viasafe and a very small amount of radiation provides detailed images of the body. It should be noted that the 
amount of radiation that patients receive through imaging is equal with common CT-scan and amount of ray that 
ordinarily receive through 2 or 3 years. Small amounts of radioactive material inter into the bloodstream are called 
radionuclides, radionuclides attached to red blood cells and with them circulate in the heart. A special gamma 
camera that is sensitive to the return ray of radionuclides, receives gamma rays. (The gamma camera detects and 
counts photons originating from the target organ and takes an imagefrom singleScintillation created). Nuclear 
imaging device can be divided into different types, that in thisstudy, Spect CT and PTC modelsare briefly 
mentioned.SpectCT is a technology in nuclear medicine and radiology and thefusion of tomography and 
Spect.SpectCT systems take simultaneously functional and anatomical images from the patient.Spect CTacquires 
functional information fromSpect and anatomical information from CT.Spect CT is composed of CT scanner, separate 
gamma camera and common board.The PTC is a device that enables to provide simultaneous imaging of anatomical 
lesions (such as location, size and shape) and the metabolic changes that occur mainly in cells.There is a number of 
software in the nuclear imaging device that control with main software.This study presents a mathematical model 
based on Markov chain to evaluate and improve the level of safety in the above software. Numerous studies have 
been conducted in the field of security software that some of them are mentioned below. 
 
InBorcsok and Schaefer (2007)research has mentioned that reliability analysis of the software systems safety often 
needs to add expert information; because little information is valuable basis. In this study, information expert finds 
ananalysis process byusing data. This extra information isable to calculate reliability characters with the most 
accurate count. [1] Adler and Kemmann(2009) explained that the software safety guarantee hope to approach the 
development of safety software. The software evaluation by the ability of its independence is a challenge. They could 
design Argument software through combine general software with an engineering model. [2]Paul et al (1999) in their 
paper discussed the analysis of the danger that includes safety aspects of the software, the reliability of the programs 
and data safety necessity and finally designeda model and test confidence coefficient(tolerance)of the 
system.[3]Valentiniet al (2008) conducted a study to examine the safety testin Petri Nets to access the system 
LHC.[4]Sun et al (2009) a method for enhancing the reliability of software on molding SRGM for safety critical 
softwarepresented whichhelp how to use the software reliability growth model that becomes NPP PSA. [5] Park et al 
(2009) believe that each section of the four additional networks that built base on DRPS have four main processors 
such as:BP processor, CP processor, ATIP processor and the COM3 processor. Each operation is done by BP and CP 
and other processors have an indirect relationship with the operator. So any adverse action in BP (or CP) software, 
can change the result DRPS. They believe that decreasing error in the software development is so important because 
software error is due to design failure. [6]Menon et al (2009) in their study evaluate the safety standards and the 
results are discussed in the data obtained basis of providing evidence.[7]Habliand Kelly (2010) in their paper 
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suggested that warranty process can range from an operator by a clear definitionof the software between perfect and 
without default software. This operator confirms the status change ofperfect software until itswarranty.[8] 
Yongchaoet al (2010) in their paper on the safety of the existing software reliability test had gained by technology 
(which is aeronautical) were examined.[9] 
 
Medikonda et al (2010) in their study analyzed integrated safety, which critical system control software (which is safe 
FTA test) for determining the input data was checked.[10]PanesarWalawegeet al (2010) were able to obtain the chain 
descriptions of existingevidence for safety software.[11]Ploeschet al (2010) were successful to provide a way to 
continue a code quality manage by using safety analysis software.[12]Smith and Simpson (2011) were successful to 
provide a simple guide for safety software that emphasizes on standard automatic measurement tool to 
integrateexamination for safety in the development of a software project.[13]Mayr (2011) in his paper safety standard 
operating software for the operating system is presented.[14]Denney and Pai (2011) described evaluation of the 
softwaresafety because of having trustable Argument. [15] Knight et al (2011) in their study tried to invent a new way 
to improve the safety[16].Jang and Park (2012) presenteda method for estimating the reliability in nuclear software 
safety. This method is based on reliability software resulted of SRGM model. They investigated the capability of the 
following: 
 
1) Mold design based on a special method to ensure highly accurate estimates 
2) The ability to predict software errors [17]. 
Park et al (2013) evaluated probability failure of the Bayesian software.The purpose of this method isinsuring the 
reliability of the software[18]. 
 
Hawkins et al (2013) demonstrated that in the software safety, there is an assurance to each of the rules proportional 
to system risks distribution in software, which is dependent onpreparing trustableArgument.[19]Hawkins et al (2013) 
developed a prototype of a software safety Argument for the aircraft wheel brake system.[20]Habliet al (2013) 
studied on the principles of the software safety assurance.[21]Thus, according to the above mentioned,need for 
software safety assessment in nuclear imaging device to protect the life and health of the patient, the safety of 
personnel and property of the medical center seems necessary.  
 
Analysis of Safety Software 
 
Software safety analysis is divided into three levels: system level, model level, functional level. 
 
Analysis of the system level 
 
"Risk" is a safety feature. The combination of the risk and the probability of its occurrence are index value of it.The 
system level usually includes fault tree analysis, failure mode, effects and analysis of the crisis and event tree analysis 
based on risk. 
 
Analysis of the model level 
 
 In the process of analyzing the model level, "risk" is the important safety feature. Acceptable level of risk is usually 
used to measure the system safety. 

THR =
10

hour × system basic function 
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Analysis of thefunctional level 
 
In this level "safe fail" is base of safety features. Using similar technology that is used to estimate the safety is the 
features of reliability. Most of the time assumes any risk of failure, is only two possible failure modes with different 
possibility:  
Safe fail and unsafe fail.Dangerous failure rate(FRDS = 휆 ) and relative risk(δ =  =  

 
)andprobability of safe 

keeping (P , )and mean time to dangerous sidefailure(MTTF = ∫ 푃 , (푡)푑푡∞ ) arefour quantitative indexes for 
measuring the system safety. Analysis of the functional levelneeds a clear definition of possible consequences of two 
different results of failure.Until the safe and unsafe boundaries are clearly defined, we can construct the confidence 
hypothesis by using probability theory. But risk is only arelative concept that this method can prevent analyzingof 
layer unit, thus we need to consider two factors, severity and frequency of our risk. As a result, there are advantages 
and disadvantages of these three levels of analysis. So over system safety analysis, system futures must be 
considered. Using this method, continuously with system analysis, wecan select one of the three-levelsor different 
combination of them. 
 
Survey method (Development of safety analysis model) 
 
In this study a safety analysis model base on Markov chains (transition from one stage to another)has been 
developed. Markov chain is a series of random variables that all random variables havethe same sample space, but 
their probability distributionscan be different.Each random variable in a Markov chain is only dependent on 
justpriorvariable. The sequence of random variables represents as follows: 

푋( ),푋( ),푋( ), … 
The sample space of random variables of Markov chain can be continuous or discrete, limited or unlimited.Due to the 
nature of the problem under consideration, we will assume discrete and finite sample space. But the subject is also 
extended to the case of continuous and unlimited.Assuming discrete finite sample space, we can show any random 
variable with a probability distribution. We present this distribution with a vector (P)that includes the probability 
values of each sample space. The other display of the Markov chain is:푃 ,푃 ,푃 , … 
According to the definition of the Markov chain, knowing the first component of the chain and the relationship that 
makes푖componentfrom푖 − 1 component is enough.푃 = 푝(푋 = 푥 ), … ,푝(푋 = 푥 )  
This relation callsconversion function (T) andthis is how to obtain the probability vector components by the following 
function: 

푝 푋 = 푥 = 푝(푋 = 푥)푇 (푥,푥) 

 
Graph of different software systems 
 
For an applicationunder study considered three different modes that were shown in the figure below. This graph also 
mentions the use of Markov chain in safety analysis and software reliability. 
 
Model assumptions 
 
For the graph above, the following assumptions are considered:  
• Imaging machine is composed of a software system and an immune system  
• System(machine)fails when the software system fails to work.  
• All fails are independent constantly.  
• All failure rates are constant. 
In the following table indexes and variables used in this model are presented. 
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Reliability 
 
The reliability of a system is the possibility of safe and perfect operation for specified time according to the existing 
and predetermined conditions. 

푅(푡) = 1 − 푓(푡) 

푓(푡) is equal to the probability density function that obtains froma Poisson distribution. 
푓(푡) = 푒

!
  훼= the number of failures occurred during the time  

 
Failure rate 
 
To obtain a failure rate in relatively high equipment fromduring the performance, until the disability or failure to act 
of the machines a survey has done and equipment failure rate at time t is the probability density of failure in the next 
time interval, provided it is perfect at the beginning of the period. 휆(푡) = ( )

( )
 

 
Repair rate 
 

The mode of failure of the device at any given time determines the principles and methods.µ(푡) = ∫ 푒 푑푡 In 
formula θ is equal to the average length of service. 
 
The mean time to failure of the system software 

 
This is a good measure forestimating the average time that a software system working before the error in each of the 
states is defined in the graph above. 
 
Safety analysis model equations 
 
According to the different transitions of the Markov chain and a software system and also taking into consideration 
the variables and parameters are defined, the following calculation is performed using the technique of differential 
equations: 

dP (t)
dt + (λ + λ )P (t) = 0 

dP (t)
dt −  λ P (t) = 0 

dP (t)
dt − λ P (t) = 0 

t = 0, P (0) = 1, P (0) = P (0) = 0   
By solving the equations we get: 
P (t) = e (λ λ )  
P (t) =

λ
λ + λ (1− e (λ λ ) ) 

P (t) =
λ

λ + λ (1− e (λ λ ) ) 

Similarly, the reliability of the software system is: 
R(t)=e (λ λ )  
R (t) is the reliability of the software system at time t. 
 
The mean time to failure of a software system is: 
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MTTF = R(t) dt =
1

λ + λ

∞

 

MTTF is the mean time to failure of the system software.The table below shows the types of failures, time and 
duration of the service providedBased on the above table and equationsobtained, we can present the calculationsin 
the table below.The results suggest the probability that a software system works normally is equal to 0.924, the 
probability that a software system fails safely is equal to 0.063 and also the possibility that software system 
failsunsafelyis equal to 0.0129. 
 
Calculation of FSI index for modes 1 and 2 
 
In relation to the failures above mentioned,indexes AFR, ASR and FSI in modes 1 and 2 calculates as below (over 3 
years):In the calculation of the FSI index for the failures mentioned in modes 1 and 2 of the diagram of the 
transmission system of software system that is the appropriate index in comparative studies, we can say that the 
failures in which the software immune systemdoes not work can play important role in estimating safety related to 
thesoftware. Althoughthenumber of failures that the immune system does not work is less thanthat immune system 
work and fewer lost hours are allocated to them, buttheir FSI index almost half.Based on Gerami and Rocky (2010), if 
the FSI index in a year is less than 0.1 indicates the safety level is relatively high. [22]Consequently, according to 
calculations have been done for 3 years, it can be said imaging device under consideration is not desirable for safety 
level. 
 

CONCLUSION 
 
Nuclear imaging devices because of the wide workplace, unpredictable movements and the nature of the control 
computer program of them have certain characteristics. Thus, the existing software on nuclear imaging devices 
causes unique challenges in terms of safety. In this study baseon Markov chain a software safety analysis model 
forthe nuclear imaging device was developed. This model can be used in conjunction with other safety analysis 
techniques, to enhance the security of the software. Also fordeveloped model, based on data sampled at a 
government medical imaging center, hazard rates, possibilities, confidence capabilities, mean time to failure, and also 
intensity-repeated indices related to software immune system were calculated and results presented in tables 3 and 
4.Based on these results, strongly recommend that imaging center managers immediately take action to develop 
effective programs to enhance the software safety level.For future research suggests,the effectiveness of the modelin 
comparison with other safety analysis techniques can be calculated and this model can be usedfor other devices and 
sensitive equipment such as control softwareof fighter aircraft or surgical robot. 
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Figure 1- Causes of accidents in medical equipment 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2- software system transition from one stage to the next 
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Table1- indexes and variables 
 
 
 
 
 
 
 
 
 
 
 
 

 
Table 2 - Types of failures, time and duration of the service 
 
Row Fail /  Potential risk Occurrence time Length of service 
 
1 

The existence of 
magnetic waves 

 
Every four months 

 
30 minutes 

2 Login incorrect data Every six months 1 day 
3 System board failure Every four months 8 days 
4 Operator error Rarely Once a year 1 day 
5 Data redundancy Rarely Once a year 2 days 

 
Table3. Calculated values 
 

Definition The amount Record 
Danger rate from 0 to 1 0.52 λ  
Danger rate from 0 to 2 0.107 λ  
System reliability 0.925 R(t) 
The mean of fail time 1/594       MTTF  
Possibility to work normally 0.924 P  
Possibility of safe failure 0.063 P  
Possibility of unsafe failure 0.0129 P  
 
Table4. Calculation ofintensity-repeat index for modes 1 and 2 (FSI) 
 
State of Number of 

events 
Lost work 

days 
Lost work 

time 
Useful 

work time 
AFR ASR FSI 

1 13 93 12875 116700 111.396 48.50 2.324 
2 8 55 7140 112500 71.11 23.75 0.884 
 

Description Variable 
푖 is the 푖 thstate of the system 

푖 =0: Softwaresystemworks  normally 
푖 =1: Software system has failed safely 
푖 =2: Software system has failed unsafely 

푖 

푃 (푡): Thepossibility thatRabat system isinstate 푖 and time 푡 
    푃 (푡) 

 
휆 :  The 푖 -th constantfailurerate 

푖 = 푠: The transition fromstate0to1 
푖 = 푢: The transition fromstate0to2 

     휆  
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